Personal data breach notifications
SECURITY INCIDENT
as per the GDPR Establish if a personal data
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People in the EEA and
their personal data
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72 hours starts here! ,

You “become aware” it is a .
personal data breach: —l
Assess risks to individuals.

Document all breaches as
per Article 33(5).

Is the breach likely to result in a Is the breach likely to result No requirement to notify
4=NO== high riskto individuals’ rights 4—YES=—in a(ny) riskto individuals’ e N Q = supervisory authority or
and freedoms? rights and freedoms? individuals.

No requirement to

notify individuals.

Notify individuals and, where . .
Notify the supervisory

authority without undue
delay, within 72 hours
at the most.
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If the breach affects
individuals in several
Member States and the
controller has an
establishment in the EEA,
notify the lead
supervisory authority.

required, provide information on
steps they can take to protect
themselves from consequences
of the breach.

If the breach affects
individuals in several
Member States and the
controller is not
established in the EEA,
but is subject to the GDPR
by virtue of Article 3(2),
notify every applicable
supervisory authority.




